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III. Detailed Action 



Response to Amendment 



This Office Action is responsive to the amendment filed on April 7, 2004. 



Response to Arguments 

2. Applicant's arguments, see page 3 filed April 7, 2004, with respect to claims 2-4 have 
been fully considered and are persuasive. The rejection of claims 2-4 has been withdrawn. 

3. Applicant's arguments, see page 3 filed April 7, 2004, with respect to the rejection(s) of 
claim(s) 1-1 1 and 13-21 under 35 U.S.C. § 103(a) have been fully considered and are persuasive. 
Therefore, the rejection has been withdrawn. However, upon further consideration, a new 
ground(s) of rejection is made in view of U.S. Patent 5,214,702. 



The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all obviousness 
rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 



4. Claims 1-2, 4-11, and 13-19 and 21 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Hall et al (U.S. Patent 6,138,1 19 and Hall hereinafter) in view of Fischer (U.S. 



Claim Rejections - 35 USC § 103 



Patent 5,214,704). 
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In regards to claim 1, Hall teaches a digital file (i.e. container) (see col. 1, line 40) 
forming a contract (i.e. agreement) (col. 1, line 61) comprising: 

a header package (figure 10B) having rules (figure 5, element 316) defining sealed 
packages produced by a sealing party; and 

a body (i.e. associated object) (col. 20, lines 5-13, and figure 5, element 102) containing 
at least a portion of the content of the contract. 

Hall does not teach a validating signature generated from the rules and the body 
according to a first key belonging to a validating party; and a sealing signature generated from 
the header package and the sealed packages according to a second key belonging to said sealing 
party. 

Fischer teaches a validating signature generated from the rules and the body according to 
a first key belonging to a validating party; and a sealing signature generated from the header 
package and the sealed packages according to a second key belonging to said sealing party. 

That is, Fischer teaches a methodology by which multiple objects such as, for example, a 
cover letter, and associated enclosed letter, an associate graphics file, etc., may be signed 
together in such a way that each object is individually verifiable and while also indicating the 
relationship of each object to the whole group. An aggregation of data related to all of these 
objects (possibly the HASH of each of these objects together with control information) is 
gathered into an ordered list. This ordered list is then viewed as an object and is signed or the 
hash of the list is signed. This list shows that the signer individually recognized the associated 
objects as well as their context in the group. Thus, each element of this ordered list is processed 
by a hashing algorithm (to generate a more compact version thereof) which results in a list of 
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presignature hash values. The presignature hash list is then run through a decrypt (signature) 
cycle to result in the signer's signature, hereinafter referred to as seal, which becomes part of the 
signature packet as will be described in detail below, (col. 8, lines 1-21). 

Therefore it would have been obvious to one of ordinary skill in the art at the time of 
Applicant's invention to modify the teaching of Hall with the teachings of Fischer to include a 
validating signature generated from the rules and the body according to a first key belonging to a 
validating party; and a sealing signature generated from the header package and the sealed 
packages according to a second key belonging to said sealing party with the motivation to 
individually verify each object while also indicating the relationship of each object to the whole 
group (Fischer, see column 8, lines 5-7). 

In regards to claim 2, Hall teaches wherein said header package further comprises a 
unique header identifying a type (i.e. environment) of said sealed package (col. 20, lines 1-4). 

Hall does not teach that said validating signature is generated from said rules, said body 
and said header. 

Fischer teaches that said validating signature is generated from said rules, said body and 
said header (i.e. an aggregation of data related to all of these objects (possibly the HASH of each 
of these objects together with control information) is gathered into an ordered list. This ordered 
list is then viewed as an object and is signed or the hash of the list is signed) (col. 8, lines 1-21). 

Therefore it would have been obvious to one of ordinary skill in the art at the time of 
Applicant's invention to modify the teaching of Hall with the teachings of Fischer to include that 
said validating signature is generated from said rules, said body and said header with the 
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motivation to individually verify each object while also indicating the relationship of each object 
to the whole group (Fischer, see column 8, lines 5-7). 

In regards to claim 4, Hall teaches wherein said rules define one or more unsealed 
packages to be included in said sealed package, said body comprises a HTML file and one of the 
unsealed packages defined in the rules contains data for a field the HTML file (i.e. descriptive 
data structures 200 can be used to define the format and/or other characteristics associated with a 
wide variety of different types of digital information) (col. 11, lines 35-40). The office infers 
that "a wide variety of different types of digital information" includes an HTML file. 

In regards to claim 5, Hall teaches wherein said rules comprise a URL (col. 14, line 50) 
corresponding to the location for which each sealed package to be included in the contract can be 
obtained. 

In regards to claim 6, Hall teaches wherein said URL is a CGI script (i.e. software 
program) for commanding (i.e. driving) a remote server (i.e. automated packaging application) to 
generate said sealed package (see col. 7, lines 61-64). 

In regards to claim 7, Hall teaches wherein said URL (col. 14, line 50) identifies the 
location (col. 14, lines 34-39) of said sealed package. 
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In regards to claim 8, Hall teaches a contract management apparatus (figure 8) for 
validating a digital file (i.e. container) (see col. 1, line 40) constituting a contract (i.e. agreement) 
(col. 1, line 61), said digital file having a header package (figure 10B) which includes rules 
(figure 5, element 316) defining sealed packages, a body (i.e. associated object) (col. 20, lines 5- 
13, and figure 5, element 102) containing at least a portion of the contract, and a validating 
signature (figure 10B, elements 812B and 819), comprising: 

means for reading (i.e. parsing) (figure 10A, element 852, and col. 20, lines 14-22) said 
rules and for identifying a validating party and a sealing party (i.e. trusted certifying authority) 
(col. 19, lines 42-67) which created a sealed file of said contract; 

first means for obtaining a first key belonging to said validating party cooperable with 
said validating signature generated from said rules and body to validate said header package (i.e. 
a target environment would need to acquire a corresponding cryptographic key (e.g. a public key 
of a public key/private key pair) using trusted techniques (e.g. delivery in a certificate signed by 
a trusted certifying authority) in order to evaluate such a source message) (col. 19, lines 55-60); 

means for iteratively validating any sealed packages contained in contract using said 
second key and sealing signature (col. 19, lines 28-41). 

Hall does not teach second means for obtaining a second key belonging to said sealing 
party cooperable with said sealing signature to validate said contract. 

Fischer teaches second means for obtaining a second key belonging to said sealing party 
cooperable with said sealing signature to validate said contract (col. 8, lines 1-21). 

Therefore it would have been obvious to one of ordinary skill in the art at the time of 
Applicant's invention to modify the teaching of Hall with the teachings of Fischer to include 
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second means for obtaining a second key belonging to said sealing party cooperable with said 
sealing signature to validate said contract with the motivation to individually verify each object 
while also indicating the relationship of each object to the whole group (Fischer, see column 8, 
lines 5-7). 

In regards to claim 9, Hall teaches wherein said iterative validating means returns any 
data stored in said sealed packages (col. 20, lines 14-49). 

In regards to claim 10, Hall teaches further comprising means for displaying said body 
contents and said returned data (col. 20, lines 14-49). The office infers that "any other 
application" pertaining to object 830 also includes the display of its body contents. 

In regard to claim 11, Hall teaches a contract management apparatus (figure 8) for 
generating a digital file (i.e. container) (see col. 1, line 40) constituting a contract (i.e. 
agreement) (col. 1, line 61) comprising: 

means for obtaining a header package (figure 10B) for said contract; 

means for reading (i.e. parsing) rules defining sealed data packages (col. 20, 14-49),and 
for identifying a sealing party and any sealed packages to be included in said contract (col. 19, 
lines 20-27); 

means for obtaining said identified sealed packages (col. 20, lines 1 1-13); 
means for generating a sealing signature from said Header package and any of said sealed 
packages according to a first key belonging to said sealing party (col. 19, lines 20-67); and 
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means for assembling (i.e. packaging) said header package, sealed packages and said 
sealing signature into said digital file constituting a contract (col. 20, lines 5-13). 

In regards to claim 13, Hall teaches one of a smartcard, a personal digital assistant, a 
personal computer, a terminal or an embedded system (i.e. electronic appliance) (col. 12, lines 
34-52). 

In regards to claim 14, Hall teaches a computer product for storing instructions which are 
executed by a computer to validate a digital file (i.e. container) (see col. 1, line 40) having a 
leader package (figure 10B) which includes rules (figure 5, element 316) defining sealed 
packages, a body (i.e. associated object) (col. 20, lines 5-13, and figure 5, element 102) 
containing at least a portion of a contract (i.e. agreement) (col. 1, line 61) and a validating 
signature (figure 10B, elements 812B and 819) comprising: 

reading said digital file and identifying a validating party and a sealing party (i.e. trusted 
certifying authority) (col. 19, lines 42-67) which created a sealed package of said contract; 

deriving a first key belonging to a validating party (col. 19, lines 55-67); 

validating said header package using said first key and said validating signature (col. 19, 
lines 42-48). 

Hall does not teach deriving a second key belonging to said sealing party; 
deriving a sealing signature from said header package; and validating said digital file 
using said second key and said sealing signature. 
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Fischer teaches deriving a second key belonging to said sealing party; deriving a sealing 
signature from said header package; and validating said digital file using said second key and 
said sealing signature, (col. 8, lines 1-21). 

Therefore it would have been obvious to one of ordinary skill in the art at the time of 
Applicant's invention to modify the teaching of Hall with the teachings of Fischer to include a 
validating signature generated from the rules and the body according to a first key belonging to a 
validating party; and a sealing signature generated from the header package and the sealed 
packages according to a second key belonging to said sealing party with the motivation to 
individually verify each object while also indicating the relationship of each object to the whole 
group (Fischer, see column 8, lines 5-7). 

In regards to claim 15, Hall does not teach instructions for deriving said sealing signature 
from a unique number contained in said header package. 

Fischer teaches instructions for deriving said sealing signature from a unique number 
contained in said header package (i.e. an aggregation of data related to all of these objects 
(possibly the HASH of each of these objects together with control information) is gathered into 
an ordered list. This ordered list is then viewed as an object and is signed or the hash of the list 
is signed) (col. 8, lines 1-21). 

Therefore it would have been obvious to one of ordinary skill in the art at the time of 
Applicant's invention to modify the teaching of Hall with the teachings of Fischer to include that 
said validating signature is generated from said rules, said body and said header with the 



Application/Control Number: 09/576,223 Page 10 

Art Unit: 2131 

motivation to individually verify each object while also indicating the relationship of each object 
to the whole group (Fischer, see column 8, lines 5-7). 

In regards to claim 16, Hall teaches a computer product (i.e. descriptive data structure) 
(col. 11, lines 24-25) storing instructions for execution on a computer to perform a process to 
validate a digital file (i.e. container) (see col. 1, line 40) constituting a contract (i.e. agreement) 
(col. 1, line 61) comprising the steps of: 

unzipping a header package in said digital file and reading rules contained in said header 
package (i.e. parsing it to locate the target data block, col. 20, lines 18-27); 

determining from said rules keys to validate said header package constituting said 
contract (col. 20, lines 36-40); and 

validating each sealed package in said digital file using said keys (col. 19, lines 20-27). 

Hall does not teach determining from said rules keys to validate a sealed package of said 
digital file. 

Fischer teaches determining from said rules keys to validate a sealed package of said 
digital file (col. 8, lines 1-21). 

Therefore it would have been obvious to one of ordinary skill in the art at the time of 
Applicant's invention to modify the teaching of Hall with the teachings of Fischer to include 
determining from said rules keys to validate a sealed package of said digital file with the 
motivation to individually verify each object while also indicating the relationship of each object 
to the whole group (Fischer, see column 8, lines 5-7). 
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In regards to claim 17, Hall teaches further comprising instructions for performing tile 
additional steps of obtaining said keys from a network server identified by said rules (i.e. 
publishing the certificate on a public network, etc) (col. 19, line 35-41). 



In regards to claim 18, Hall teaches a computer product (i.e. descriptive data structure) 
(col. 11, lines 24-25) for storing instructions for a computer to execute the process comprising 
the steps of: 

storing rules (i.e. metadata, figure 7, element 264) to describe a data package 
creating from said rules a data package containing a digital data file (figure 2B): 
merging (i.e. packaging) said rules and said data package into a merged file (col. 20, lines 

5-11); 

creating a package validity signature from said merged file to prevent unauthorized use of 
said digital file (figure 10B, elements 812B and 819); and 

generating a unique number identifying said digital file (figure 10B, element 813) 

merging (i.e. packaging) (col. 12, lines 23-27) said package validity signature, said 
merged file and said unique number; 

Hall does not teach creating a sealing signature from said merged files; and sealing said 
merged files with said sealing signature to produce a sealed package. 

Fischer teaches creating a sealing signature from said merged files; and sealing said 
merged files with said sealing signature to produce a sealed package (col. 8, lines 1-21). 

Therefore it would have been obvious to one of ordinary skill in the art at the time of 
Applicant's invention to modify the teaching of Hall with the teachings of Fischer to include 



Application/Control Number: 09/576,223 Page 12 

Art Unit: 2131 

creating a sealing signature from said merged files; and sealing said merged files with said 
sealing signature to produce a sealed package with the motivation to individually verify each 
object while also indicating the relationship of each object to the whole group (Fischer, see 
column 8, lines 5-7). 

In regards to claim 19, Hall teaches wherein said rules comprises a plurality of elements 
(figure 10B) which point to a location on said computer containing a required package (i.e. other 
descriptive data structures) (col.l 1, line 55; col. 14, lines 34-39). 

In regards to claim 21, Hall teaches wherein said merged files are compressed (i.e. 
packaged) as a single file (col. 20, lines 5-7). 

5. Claims 3 and 20 rejected under 35 U.S.C. 103(a) as being unpatentable over Hall in view 
of Fischer in view of Ginter (U.S. Patent 6,185,683 and Ginter hereinafter). 

In regards to claim 3, Hall does not teach wherein said sealed package comprises a 
unique number generated by said sealing party and said sealing signature is generated from said 
header package, any of said sealed packages and said unique number. 

Fischer teaches that the sealing signature is generated from said header package, any of 
said sealed packages and said unique number (i.e. an aggregation of data related to all of these 
objects (possibly the HASH of each of these objects together with control information) is 
gathered into an ordered list. This ordered list is then viewed as an object and is signed or the 
hash of the list is signed) (col. 8, lines 1-21). 
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Ginter teaches that the sealed package comprises a unique number generated by said 
sealing party (i.e. the text and/or graphics contents of item 4054 can be transformed into a 
compact value using a special cryptographic function called a "one-way hash" 4212. The 
resulting number may be "concatenated" (i.e., put end to end) with other information such as, for 
example, a time value and a certificate value or number obtained from a "digital certificate" 
4214. The time value may be obtained from a real time clock 528 incorporated in secure 
processing unit (SPU) 500 shown in FIG. 9. The resulting string of digital information may then 
be encrypted with the private cryptographic key of sender 4052, the contracting party 4070 
and/or system 4050. The resulting digital signature value 4216 may be used to encode some or 
all of the seal 4200 f s pattern) (col. 28, lines 50-63). 

Therefore it would have been obvious to one of ordinary skill in the art at the time of 
Applicant's invention to modify the teaching of Hall with the teachings of Fischer and Ginter to 
include wherein said sealed package comprises a unique number generated by said sealing party 
and said sealing signature is generated from said header package, any of said sealed packages 
and said unique number with the motivation to establish the authenticity of the document (for 
example, preventing a signatory from repudiating it and to allowing it to be admitted as evidence 
in a court of law). (Ginter, see column 22, lines 11-15), 

In regards to claim 20, Hall does not teach wherein said rules define a sealing signature 
for said sealed package. 

Ginter teaches wherein said rules define a sealing signature for said sealed package (i.e. 
Appliance 600B may deliver the digital copy of item 4054 within a container 302 and/or may 
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protect the item with seals, electronic fingerprints, watermarks and/or other visible and/or hidden 
markings to provide a 11 virtual container" or some of the security or other characteristics of a 
container) (col. 18, lines 50-54). 

Therefore it would have been obvious to one of ordinary skill in the art at the time of 
Applicant's invention to modify the teaching of Hall with the teachings of Ginter to include 
wherein said rules define a sealing signature for said sealed package with the motivation to 
establish the authenticity of the document (for example, preventing a signatory from repudiating 
it and to allowing it to be admitted as evidence in a court of law) (Ginter, see column 22, lines 
11-15). 

6. Claim 12 is rejected under 35 U.S.C. 103(a) as being unpatentable over Hall in view of 
Ginter in further of Tedesco et al (U.S. Patent 6,282,523 and Tedesco hereinafter). 

In regards to claim 12, Hall teaches a contract management apparatus comprising: 

means for accepting and securely storing data files constituting contracts in an encrypted 
package database (i.e. a mass storage device or other memory) (col. 11, lines 65-66); 

a navigator tool adapted to allow a user access to said stored data files constituting said 
contracts (figure 3, element 306); and 

means, responsive to a request for an encrypted package from said data base, for 
transmitting said package to an external entity (col. 11, lines 32-34) 

Hall does not teach means for backing-up said package database; means for informing 
users of data files having expiring contracts in said data base; and means for deleting contracts 
from said data base. 
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Ginter teaches means for backing-up said package database (figures 39 and 40); and 
means for deleting contracts from said data base (i.e. the user options associated with a contract 
offer (which are used to create electronic controls associated with the electronic transaction) 
might relate to a suggested addition, modification, deletion, etc. to an existing item) (col. 35, 
lines 44-47). 

Therefore it would have been obvious to one of ordinary skill in the art at the time of 
Applicant's invention to modify the teaching of Hall with the teachings of Ginter to include 
means for backing-up said package database; and means for deleting contracts from said data 
base with the motivation to provide enhanced and automated functionality, features and other 
advantages (Ginter, see column 9, lines 13-14). 

The combination of Hall and Ginter, however, does not teach means for informing users 
of data files having expiring contracts in said data base. 

Tedesco teaches means for informing users of data files (i.e checks) having expiring 
contracts in said data base (col. 13, lines 10-32). 

Therefore it would have been obvious to one of ordinary skill in the art at the time of 
Applicant's invention to modify the teaching of Hall and Ginter with the teachings of Tedesco to 
include means for informing users of data files (i.e checks) having expiring contracts in said data 
base with the motivation to reduce the hesitancy to receive checks (Tedesco, see column 3, lines 
23-24). 
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Other Prior Art Made of Record 



A. Hailpern et al. (US Patent No. 6,275,937) discloses collaborative server 
processing of content and meta-information with application to virus checking in a server 
network; 

B. Barbara et al. (US Patent No. 5,475,753) discloses a system for certifying the 
delivery of information; and 

C. Kitaori et al. (US Patent No. 5,915,024) discloses an electronic signature addition 
method, electronic signature verification method, and system and computer program product 
using these methods. 



Conclusion 



7. 



The prior art made of record and not relied upon is considered pertinent to applicant's 



disclosure. 
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Points of Contact 



8. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Edel H Quinones whose telephone number is 703-305-8745. The 
examiner can normally be reached on M-F (8:OOAM-5:OOPM). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheik can be reached on 703-305-9648. The fax phone number for the 
organization where this application or proceeding is assigned is 703-305-3718. 

Any inquiry of a general nature or relating to the status of this application or proceeding 
should be directed to the receptionist whose telephone number is 703-305-3900. 




AYAZ SHEIKH 
SUPERVISORY PATENT EXAMINER 
TECHNOLOGY CENTER 2100 



Technology Center 2100 



April 26, 2004 



